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 Scams:  National Cyber Security Awareness month – Email
As part of the National Cyber Security Awareness Month in October, the Federal Trade Commission shared easy to follow keys to protect personal information from ending up in the hands of scammers.  One area we will address are recent email scams to ensure we can recognize attempts to steal your identity.
Golden rules: Be diligent and always skeptical.


Never, ever ‘click here’ or provide any personal information.  


Read every email address always.  The scam can easily be identified.


Did you request this service?  If not, scam.


Use the DELTE button frequently..  Never reply.
Recent examples of email scams
1) “Costco Wholesale Customer Survey.  Take a few minutes to complete your survey and instantly be able to get your cash card which can be used in any store nationwide or on Cosco.com.  START HERE/click on…  This promotion ends 11-14-2019.  “  Email address:  Costco.account@aldenridgeapartments.com   SCAM!
2) “Costo – Please provide your feedback… and earn $100 cash card when you complete your Costco survey.  GO HERE TO START YOUR SURVEY/click on. “  Email address:  Costco@illicitncounters.com   SCAM!   *Another one is for $75.
3) “Kohl’s Customer Feedback Survey.  Thank you for shopping at Kohls’.  As our way of saying thank you, we’d like to offer you this preloaded gift card to Kohl’s simply for completing our 5- minute feedback survey.  START HERE/click on”  Email address:  Kohls@homeeducationresources.com   SCAM!   (Did you recently shop at Kohls?)
4) Discounted Cruises.  Dates are listed with available agendas.   WHAT? I can get a discounted cruise?  Email address:  discounted.cruises@domineosoizza.com   SCAM!
5) Important notice. There are multiple scams about ‘if you didn’t do this, please click here”.     EX) Critical Security Alert. Email Deactivation Request.   “We received a request to deactivate your email account listed below. Your email is listed.  If you think this is an error – click CANCEL.’ Email: mail security- service@buomhuon.pw    SCAM!
There is no shortage of email scams. But they are becoming more sophisticated and commonly use the free gift card while attempting to add ‘fear’ that you have something you need to cancel or alert them that this is not correct.  You will be asked for personal information ‘to prove it is you.’   Never provide any personal information.
Reach out to the Federal Trade Commission/FTC. 

The Federal Trade Commission/FTC has published excellent information on fraud alerts. https://www.ftc.gov/complaint.   Be a squeaky wheel so the FTC can ‘see’ the magnitude of the at-risk issues and call the SSA yourself at 1-800-772-1213*   #BeCyberSmart.
All historic articles and training material are available on the Patient Financial Navigator Foundation’s webpage: PFNFinc.com.   The Foundation is an Idaho-based, Family Foundation formed in 2017.  208 423 9036 for more information. (Do you have a topic for Healthcare Buzz?  Send it to daylee1@mindspring.com.  Thanks!)
PAGE  
2

