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 Scams: New Online Reporting from the Social Security Administration
Such a wonderful time of year but the scammers are alive and well -targeting the most vulnerable – our senior population.  To help combat the never-ending Social Security -related scams, Social Security/SSA has launched a dedicated online form at https://oig.ssa.gov to receive reports from the public.  This is specifically aimed at the fraudulent callers who mislead the public regarding their social security benefits.  According to the SSA, this one type of scam has become the #1 fraud which includes robocalls, text, emails, and in-person scams.

A guide to ensure you safeguard your Social Security number and do not fall victim to this wide-spread scam, the SSA recommends you follow the list below.

Social Security will not:

· Tell you that your social security number has been suspended.
· Contact you to demand an immediate payment.
· Ask for your credit or debit card numbers over the phone.
· Require a specific means of debt repayment; like a prepaid debit card, a retail card or cash.
· Demand you pay a Social Security debt without the ability to appeal the amount you owe.

· Promise a Social Security benefit approval, or increase, in exchange for information or money.
If there is a problem with a person’s Social Security number or record, in most cases Social Security will send a letter.  

“Awareness is our best hope to thwart the scammers,” said the Inspector General Ennis.  “Tell your friends and family about them and report to us when you receive them, but most importantly, just hang up and ignore the calls.”

And more email scams – ‘gifts’ and ‘fear”
As we have been sharing email scams, some recent ones need our attention.  
Golden rule – Never, ever ‘click’ on any attachment or link within the email.  You will open yourself to the scammers to access anything on your devise and possibly access to any private information on your device.

a) “Hello Beneficiary.   We have donation for you,  Contact us for more details.’ Signed by Harry Arthur Foundation.    This may look like a valid foundation.  But look at the sentence structure.  It is missing ‘a’ donation and after ‘you’ should per a period, not a comma.  It is a sign that this was not created with the English ‘rules’.  We would love to have a Foundation give us money/donation, but danger zone.

b) “Your account has been accessed from outside the US.  During regularly scheduled account maintenance and procedures, we have detected some errors regarding your account. Click below. Sincerely, Discover Secure Team.” Wow – that looks like an alert – except do you have a Discover Card?   Look at the email address:  Test@Test.net.    The scammers are getting more sophisticated but again, never click on a link.
As we look to 2020- save the date!  Sat, Feb 29th the “1st 2020 Medicare 101, Social Security Benefits and Assistance for Seniors Boot Camp” will be held at CSI Fine Arts.  8:00-12 noon.  No cost.  All ages welcome.  Stay tuned!  Happy holidays to all!

All historic articles and training material are available on the Patient Financial Navigator Foundation’s webpage: PFNFinc.com.   The Foundation is an Idaho-based, Family Foundation formed in 2017.  208 423 9036 for more information. (Do you have a topic for Healthcare Buzz?  Send it to daylee1@mindspring.com.  Thanks!)
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