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Spotting Scammy Emails
Unfortunately, the scams continue with new ones focused on COVID-19 vaccine, the recently passed the American Rescue Plan/Economic Impact Payments along with the ‘tried and true-click here’ scams.  As we move into 2021, let’s look at examples of these and keep our ‘antennas up!”

Examples of email scams  - Hot spots
The Federal Trade Commission/FTC continues to provide ongoing alerts of deadly scams.

Fake check scams:  Never use money from a check to send gift cards, money orders, or wire money to someone. It is always a scam.  And once you send the money or put it on a gift card and give someone the gift card PIN, it’s like giving them cash. It is almost impossible to get your money back.  Banks have to give you money from deposited checks within a few days. But if the check turns out to be a fake, they’ll make sure they get that money back from your account.  The bottom line is, if someone sends you a check and tells you to send money by wire transfer or gift card – it is a scam.  (www.consumer.ftc.gov/articles/paying-scammers-gift-cards)

Another FTC alert involves emails indicating that the Acting Chairwomen, Rebecca Slaughter, is sending you Coronavirus relief money. Unfortunately, this one ‘looks real’ and yet, it is another way to steal your identify.  It is a scam.

Sharing copies of vaccination cards on social media. Oops, pretty easy way to steal your identity. Exciting to be fully vaccinated but don’t share the details from the card/no pictures.
Numerous email addresses are coming from – store-news@amazon.com.   They involve getting prices, cash awards, complete this survey to get free gifts, etc.   Many common business names are the lead in to the scamming email like Costco, Walmart, Kitchen aid, CVS gift card.  Sorry, but they all include giving them personal information to ‘get the reward.’  It is a scam.
Charging for an item you didn’t receive.  The email indicates it is confirming a purchase of an item/store or from a credit card company and just call this number if this is a mistake. Nope, call the company directly and if you don’t have the credit card, it is a scam.
Or theft protection for your account.  ‘Kindly scroll down, sign, approve and send us back the below form.’  Indicates it is from a bank but look at the email address:  ypidaho@constantinlupescu.com.   Again, if this is actually your bank or you have questions about this theft notice, call the company. Never click or fill out anything.

Golden rules remain as important as always: 

Never give your personal information to anyone. 


Never click or go to a link unless you requested the information or reference from a trusted source.


Never return a call or answer a call from an unknown number. 

Always read the email address and when in doubt, do a search for credibility.


Always report any fraud to the Federal Trade Commission/FTC.  Be sure to sign up to get your free alerts or to file a complaint, go to http://www.ftc.gov/complaint or call 202-322-2222
REMINDER:  With the ongoing rollout of the COVID-19 vaccinations, remember-the COVID-19 vaccine will be paid for thru funding authorized by the Coronavirus Aid, Relief and Economic Security Act/CARES.  When patients are registering for the vaccine, they are asked to bring their insurance card with their insurance billed for the administrating/giving of the vaccine.  Under the CARES Act, the administration charge will be paid for by the insurance plan.  There is no out-of-network penalty if the patient goes to an out-of-network provider to receive the vaccination.  ‘Providers are prohibited by agreement with the U.S. Government from billing patients for the vaccine or its administration, including balance billing.’  If you don’t have insurance, ask about assistance thru special funding in the CARES Act under HRSA.  (Hint:  when in doubt, ask the healthcare provider when getting your vaccine. No surprises.)

UPDATE:  The “Medicare 101, Social Security Benefits and Assistance for Senior Boot Camp”-  has been delayed until the third quarter of 2021.  Our community outreach education will resume when it is safe for all of us.  All the fun related topics will be included and open to all ages.  See you in mid-2021!

All historic articles and training material are available on the Patient Financial Navigator Foundation’s webpage: PFNFinc.com.   The Foundation is an Idaho-based, Family Foundation formed in 2017.  208 423 9036 for more information. (Do you have a topic for Healthcare Buzz?  Send it to daylee1@mindspring.com.  Thanks!)
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